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Guide to Protecting Your Digital Bank Against Account Fraud
Once upon a time, business was conducted exclusively face-to-face, a practice that required no special strategy to ensure 
safe, verified transactions. But today, as businesses strive to create a more relevant omnichannel experience for their 
customers, personalization and identity — that is, knowing customers both off- and online — are key. No longer can we 
rely exclusively on physical identity verification; in the online world, things get a little more complicated. And while biometric 
ID systems like FaceID are gaining ground, online identity still is largely 
driven by username and password combinations; however, because these 
credentials are reused and often stolen or compromised, it’s difficult to truly 
verify the person on the other end of the line. 

Banks and financial institutions are feeling the pain of being duped: Account 
fraud — also known as account takeover (ATO) attacks or credential stuffing 
attacks — is a growing threat. This is particularly true since digital banking 
has soared during the pandemic and cybercriminals continue launching 
attacks and committing fraud. Per FBI-cited research, credential stuffing 
attacks accounted for the greatest volume of security incidents against the 
financial sector, comprising 41% of total incidents from 2017 through 2019. 
In fact, by fall 2020, both the Securities and Exchange Commission and the Federal Bureau of Investigation issued credential 
stuffing warnings to financial services firms as attacks soared to new heights. Plus, additional studies show criminals are 
more likely to try leaked or stolen username and password combinations on bank sites than any other type of site. Thus, if a 
business has any sort of login page on the Internet, it’s a target: So how can financial institutions stay ahead of these threats?

Protection via Platform
Customer Identity and Access Management (CIAM) platforms such as Okta can simplify identity management for online 
businesses by providing a rich set of capabilities such as adaptive multi-factor authentication, user management and lifecycle 
management. But such platforms offer benefits beyond business and customer security: Application developers can offload 
the Herculean task of managing customer identity to a purpose-built platform that incorporates the latest advances and best 
practices. This helps reduce user friction, cultivate trust and scale apps seamlessly. 

Okta is the go-forward strategy for 
all authentication, and will be the 
single standard that we use. It will 
have a huge impact on everything 
we build going forward.

“

”- CIO, Major Credit Reporting Company
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Attacks from Every Angle
Unfortunately, technology and security advancements cannot mitigate questionable consumer behavior: People still reuse 
passwords across sites and despite the spread of cybersecurity awareness, the Top 10 Passwords List hasn’t changed much 
in the past five years. In 2020 the most common password, sadly, was still 123456. Additionally, estimates suggest there are 
about 15 billion stolen credentials available for sale on the dark web —  
a 300 percent increase from 2018 — so it’s no surprise that credential 
stuffing and ATO attacks are up 72 percent year over year.

Also not surprising is that banks are considered especially lucrative targets 
and even a small number of successful credential stuffing attacks can 
yield an enormous payday. Such automated attacks are carried out by 
a large number of botnets that roll quickly through a set of user name 
and password pairs until they find a combination that works, hammering 
websites with rapid-fire login attempts. Attackers also can disguise their 
attacks by using hijacked live web browsers or proxies leveraging home 
broadband connections. Regardless of how it happens, once granted 
access to an account, bots take it over by changing passwords and disabling 
additional security features toward nefarious ends. Another common 
problem with bots is fake account creation — impersonating others online 
as a means to committing fraudulent transactions. Such tactics not only 
drive up the cost of doing business online but also expose enterprises to 
compliance penalties, erode customer trust and damage hard- 
earned reputations.

Designing a Battle Plan
Web app owners need to strike the right balance between securing user 
accounts and providing a smooth, frictionless user experience. But financial 
institutions won’t force customers to use two-factor authentication in 
fear they’ll skip the hassle and elect to bank with competitors. And other 
techniques like CAPTCHAs introduce friction and lead to abandonment...not 
to mention that CAPTCHA-solving bots are getting even better and faster at 
solving puzzles than real people. Further, while solutions like reCAPTCHA 
have done an excellent job of democratizing access to this technology, they 
don’t solve every challenge.

A better way to verify that a customer is a human and not a bot is via 
behavior-based bot management solutions like PerimeterX Bot Defender, 
which shift the burden of proof onto software. Combining intelligent 
fingerprinting, behavioral signals and predictive analysis, Bot Defender 
detects bots with over 99.99 percent accuracy — all without impacting 
application performance or degrading the user experience. This solution not 
only stops bots from attacking applications, but also benefits the entire app 
ecosystem by enriching site visitor data, empowering financial institutions to 
make smarter, data-driven decisions for apps and business.

How to ID an ATO in  
Seven Easy Steps
By knowing how to spot an attack, security 
and infrastructure teams can minimize the 
carnage. Watch for these indicators that 
an attack is either underway or already has 
taken over customers’ accounts. 

1. �A flood of helpdesk calls, suggesting 
customer lockouts thanks to 
automated bots cycling through 
username-password combinations 

2. �Hundreds or thousands of login 
attempts, indicating a brute-force 
attack (guessing at passwords for large 
sets of usernames/email address) 

3. �“Inhuman” user behaviors, such as 
uber-fast and -precise scrolling

4. �Spikes in reset requests, since 
fraudsters immediately change 
passwords post-takeover

5. �Multiple, rapid-fire changes to 
accounts, which is a big red flag  
since users rarely need to change  
their account info, address and 
password simultaneously

6. �Odd IP behaviors, such as an 
increase in IPs associated with 
multiple devices, multiple accounts,  
or pointing into untraceable ranges

7. �Slow application response times,  
as some ATOs unleash large numbers 
of requests to overwhelm applications 
and/or CDNs
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Conclusion:  
Joining Forces to Fight Fraud
Smart banks should consider the one-two punch of bot management 
plus CIAM solutions as the ultimate checkmate against fraud since the 
two complement each other in a powerful way. By enriching visitor data 
with risk information assessed before and after login, CIAM solutions can 
facilitate wiser application policy decisions to help maintain security. And 
since PerimeterX Bot Defender integrates seamlessly with the Okta Risk 
Ecosystem API, the Okta solution can consume rich risk data in realtime 
from Bot Defender to prevent credential stuffing, ATO attacks or automated  
website attacks. 

This integration gives customers multiple deployment options when integrating bot management with Okta Customer 
Identity solutions. By combining CIAM and bot management solutions, businesses and financial institutions can prevent 
account fraud and safeguard the digital experience of account holders and customers.

Okta’s ATO solution protects against the most common attack types by:

• �Blocking automated threats  
Okta ThreatInsight IDs and blocks known bad IP addresses using a machine-learning-driven approach that works before 
authentication to ensure service is not impacted.

• �Stopping credential stuffing and phishing attacks 
By leveraging risk signals to detect and manage such attacks, Okta strengthens primary authentication and risk-based 
authentication to stop attackers.

• �Employing Adaptive Multi-Factor Authentication  
Okta’s solution also analyzes risk from contextual signals associated with a login request without use input/interaction, 
eliminating friction for legitimate users by only prompting MFA during elevated risk scenarios.

Bot Defender detects bots on web and mobile apps and API endpoints while:

• �Mitigating the impact of unwanted bots  
Bot Defender offers a range of enforcement actions, from blocking bots completely, rate-limiting them or redirecting 
them to decoy sites.

With Bot Defender, we have been 
able to precisely detect and block 
even sophisticated bots that 
emulated human behavior, bringing 
the false positive rate below 0.01%. 
The solution significantly reduced 
the amount of time that our team 
was spending on automated fraud.

“

”- CIO, Top Regional Bank
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PerimeterX is the leading provider of solutions that protect modern web apps at scale. Delivered as a service, the company’s solutions 
detect risks to your web applications and proactively manage them, freeing you to focus on growth and innovation. The world’s largest 
and most reputable websites and mobile applications count on PerimeterX to safeguard their consumers’ digital experience. PerimeterX is 
headquartered in San Mateo, California, and at www.perimeterx.com.

About PerimeterX

© 2021, PerimeterX, Inc. All rights reserved. PerimeterX, the PerimeterX logo, PerimeterX Bot Defender, PerimeterX 
Code Defender and PerimeterX Page Defender are trademarks of PerimeterX, Inc. All other brand or product names 
are trademarks or registered trademarks of their respective holders. www.perimeterx.com

• �Leveraging existing infrastructure 
With 40+ integrations, Bot Defender works with existing infrastructure to preserve app performance and extend bot 
protection across environments.

• �Delivering rich analytics  
The Bot Defender Portal has pre-built and customizable dashboards that produce executive-level insights, benchmark 
site traffic against industry peers and facilitate rich data integration with leading analytics platforms to help improve the 
data accuracy toward wiser business decisions.

Okta is the leading independent identity provider. The Okta Identity Cloud enables organizations to securely connect the right people to the right 
technologies at the right time. With more than 7,000 pre-built integrations to applications and infrastructure providers, Okta provides simple and 
secure access to people and organizations everywhere, giving them the confidence to reach their full potential. Learn more at www.okta.com. 

About Okta


